
26/11/2019

1

kid scap e .o rg.u k

Online Safety and 
Cyberbullying 

Awareness course
Delivered by
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Longest running Anti-bullying charity

Founded in 1985

Help for children and families (ZAP 

workshops, Parent Advice Line)

Training for professionals

Policy and campaigns (Friendship 

Friday each November)

Media engagement

Kidscape…

kidscape.org .ukkid scap e .o rg.u k

Our vision is for all children to grow up in a 

world free from bullying and harm, with adults who 
keep them safe and help them to reach their full 
potential.

Our mission is to provide children, families, 

carers and professionals with advice, training and 
practical tools to prevent bullying and protect young 
lives.

Online Safety 
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Online Safety

The breadth of issues classified within online safety is 
considerable, but can be categorised into three areas of risk:

Content: being exposed to illegal, inappropriate or harmful 
material; for example pornography, fake news, racist or radical 
and extremist views

Contact: being subjected to harmful online interaction with 
other users; for example commercial advertising as well as adults 
posing as children or young adults

Conduct: personal online behaviour that increases the 
likelihood of, or causes, harm; for example making, sending and 
receiving explicit images, or online bullying.

Do we talk about…

• Don’t respond or retaliate.

• Save the evidence.

• Report the incident appropriately and seek support from a 

manager.

• If the person is from the school community i.e. young person 

or colleague – the majority of cases can be dealt with through 

organisation procedures.

• If it is an adult, a senior member of staff should invite the 

person in for a meeting to address their concerns and outline 

the complaint procedure if applicable. 

• If the adult refuses to report the bullying, the organisation must decide what 
to do next.

• If the comments are threatening or abusive; sexist or of a sexist nature or 
constitute a hate crime, the target or organisation may consider contacting the 
Police.

• Online harassment is a crime.

• Employers have a duty to support staff and no one should feel victimised in 
the work place.

Online bullying of staff
• Socialise 

• Play games

• Listen to music

• Watch films and 
videos

• Research and 
education

• Make purchases

• Seek advice & 
information

• Gamble

• Watch pornography 

• Use dating websites & 
apps

• Read magazines & 
news 

• Download files

Online Safety 
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Post status updates on social media profiles e.g. sharing 
their mood, what they are doing, their current locations etc.

Exchange messages with friends (publicly and in private)

Share photographs and selfies 

Make connections with new online friends

Publish personal blogs or vlogs - comment on others 

Talk to players on gaming sites and consoles with live chat 

Online Safety What is the risk? 

• Contact with unsuitable people

• Exposure to inappropriate content

• Giving away of personal information

• Illegal downloading

• Damage to reputation 

• Potential for cyber bullying

• Fake profiles

• Cyber terrorist related activity

So what could be the risks?
Prevent Duty 

July 2015 all schools and childcare providers are 

subject to a duty to have:

“due regard to the need to prevent people from 
being drawn into terrorism”.

Section 26, Counter-Terro rism and Security Act 

2015

Staff working in schools need to:

- Identify children vulnerable to radicalisation

- Know what to do when these children are 

identified
- Help to build resilience to radicalisatio n in 

their pupils

You can play in real time with people 
across the world through a PC, gaming 

console, tablet or smartphone connected 
to the internet. 

Games can offer children and young 
people a world of adventure to immerse 

themselves in, but it’s important to 
understand how children can stay safe 

and what games are appropriate for 
their age.

Gaming
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Gaming

Users play against people of 

different ages from across 

the world, and can talk and 

interact with each other as 

they play through the in-

game chat feature.

Fortnight is an online game, which includes the 

hugely popular Battle Royale platform, where players 

do not have to pay to play. 

In Battle Royale, 100 players compete against each 

other to be the last person standing in player vs player 

(PVP) combat.

Gaming
You are playing against other players
As Fortnite is an online game you willplay against players of 
different ages from across the world. You cannot turn the in 
game chats off or choose who you play against.

You can make in game purchases
Although Battle Royale is free to play, other aspects of the 
game are not. There are packs which give you different access 
to the full game and extensions, bonuses and weapons. These 
start at £34.99 and go up to £119.99.

There is animated violence
Fortnite does feature violence when players are in combat 
with each other, the animation of the game is very 
cartoonish, and the violence isn't bloody or gory. However, it 
is worth noting that the aim of Fortnite is to defeat other 
players by fighting against them.

Gaming

Common Sense is the 

nation's leading non-

profit organisation 

dedicated to improving 

the lives of young 

people and families by 

providing the 

trustworthy 

information. 

Gaming
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OOVOO

Free High-Quality Video 
Calling, Messaging

Video chat live with 
anyone worldwide or 

send messages via 
video, photo or 
text! Chains are 

collections of short 
videos, images and text 

— Record, edit,  
collaborate, and share 
the things you love with 

your friends anywhere in 
the world.

LIVE.LY

Live.ly is a live stream platform. 
Broadcast your life to the world as 

it happens,
initiate group video chat with your 

friends and others, hang out 
virtually.

• Search by categories and 
location

• Broadcast mobile games
• Start group video chat
• Broadcast a particular 

moment (during a trip)
• Receive gifts from fans

• Watch Ads and collect free 
coins to buy gifts

Online Safety 

MONKEY

Talk to strangers!
Meet new people 

accept a random call!

Talk for 15 seconds

If you’re both feeling a 
vibe, add time

If the vibe feeling isn’t 
mutual, don’t

Repeat. Chat with 
someone new!

How does 
it work?

Safer settings 

As usual, the default option is 
for you to be oversharing your 

details, so here’s what you need 
to know to set things right…

Online Safety 

Make account PRIVATE NOT 
PUBLIC 

TURN OFF location  

Only friends can contact me 

“Updating your privacy 

settings is vital. Be 

aware of how much you 

share”
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Online Safety Online Safety 

Grooming is when someone builds an emotional connection with a 
child to gain their trust for the purposes of sexual abuse, sexual 

exploitation or trafficking.

Children and young people can be groomed online or face-to-face, by 
a stranger or by someone they know - for example a family member, 

friend or professional.

Groomers can be male or female. They can be any age.

Grooming STAGE ONE : Targeting The Child
When a predator first targets their victim, they will:

• Observe them – webcam, Webchat or Live Steam
• Talk to them 
• Research online and search their social media profiles

The aim is to gain information such as:

• Which social networking sites and online games the child uses
• The child’s likes and dislikes

Remember, there is no single profile,  yet certain factors can make a child more vulnerable to it:
If the child has any vulnerabilities they can exploit. These can include: 
• low self-confidence
• social isolation
• less parental oversight.
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STAGE TWO - Gaining The Child’s Trust

Gaining a child’s trust is a major part of what makes grooming so effective. Groomers are highly skilled 
at making their victims feel:

• Heard
• Valued
• Special

They can achieve this by:

• Giving compliments
• Making the child feel heard
• Building a special, one-to-one relationship
• Understanding and sharing their victim’s interests e.g. playing the same online game 
• Offering emotional support and comfort

Sometimes an online groomer will initiate contact by pretending to be the same age as their victim, 
but they’re often able to manipulate children in such a way that their true age is not a deterrent. 

STAGE THREE - The Risk Assessment 

Understanding the location of the child’s laptop, tablet or mobile and who else has access to it in 
order to assess the risk of being detected. 

At this point, they may bring up:

• Sex
• Drinking
• Drugs
• Send images 
• Have a phone call 

This is an attempt to see what the child is open to, if they shut down, stop talking, or don’t like an 
image that was sent, the perpetrator will back off for a while to build the relationship before 
introducing the subject again. 

STAGE FOUR - Exclusivity - Isolating the child 

During the isolation stage of online grooming, the offender attempts to alienate the child from 
their:

• Friends 

• Family
• School Staff 

Highlight themselves as the only one who truly understands the child, and other times they will do 
this by establishing trust with the child’s parents.  

Groomers will also often make the child a co-conspirator, if they tell anyone about the relationship, 
they will both get into trouble.

Once a child has been isolated from other meaningful relationships in their life, they become 
increasingly dependent on their groomer and are often more submissive as a result.

STAGE FIVE  - Maintaining Control

To keep the child's continued participation, submission, and silence:

• Blaming the child & making them feel complicit in the abuse
• Repeatedly reinforcing the importance of secrecy
• Threatening to withhold material or emotional offerings
• Threatening harm if the child leaves or tells anyone - ‘no-one will believe you’ to ‘I will 

hurt you/your loved ones’

Convicted child sex offenders have said that it is much easier to trick children who don’t 
know anything about sexual matters. 
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8 out of 10 victims 
of child sexual 
abuse had their 

social media 
profiles accessed 
by their abuser

Only 5% of 

online 

predators 

pretended to 

be children 

Did You know… Who can help? 

www.ceop.police.uk

www.thinkuknow.co.uk

Who can help? Bullying

Bullying is the repetitive, intentional hurting of one person or 
group by another person or group, where the relationship involves 

an imbalance of power.
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Physical
Physical bullying causes both short term and 
long term damage.
Physical bullying can involve:

• Pushing

• Shoving

• Kicking

• Hitting

• Pinching and other forms of violence.  

• Sexual violence. 

• Taking or damaging possessions. 

• Making people do things they don't 

want to do. 

kidscape.org .ukkid scap e .o rg.u k

Emotional
Sometimes referred to as covert bullying, is often 
harder to recognise and can be carried out behind 
the bullied person's back. 
It is also designed to harm someone's social 
reputation and/or cause humiliation. 

Social bullying includes:

•Lying and spreading rumours

•Negative facial or physical gestures, 

menacing or contemptuous looks

•Playing nasty jokes to embarrass and 

humiliate

•Mimicking unkindly

•Encouraging others to socially exclude 

someone

•Damaging someone's social reputation or 

social acceptance.

kidscape.org .ukkid scap e .o rg.u k

Verbal
Verbal bullying includes name calling, insults, 

teasing, intimidation, threatening,  

homophobic or racist remarks, or verbal 

abuse. 

While verbal bullying can start off harmless, 

often referred to a ‘banter’ it can escalate to 

levels which start affecting the individual 

target. 

kidscape.org .ukkid scap e .o rg.u k

Cyberbullying
Cyberbullying can be overt or covert bullying 
behaviours using digital technologies, including use 
laptops and smartphones, and software such as 
social media, instant messaging, texts, websites and 
other online platforms.
Cyberbullying can happen at any time. It can be in 
public or in private and sometimes only known to 
the target and the person bullying. 

Cyberbullying can include:

•Abusive or hurtful texts emails or posts, 

images or videos

•Deliberately excluding others online

•Nasty gossip or rumours

• Imitating others online or using their log-in
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There were over 24,000 ChildLine 

counselling sessions with children 

about bullying in 2016/17

48% of lesbian, gay, bisexual and trans 

young people have been bullied for being LGBT at 
school

The scale of bullying The scale of bullying

Racist: ethnicity, skin colour, 

language, religious practices.

Homophobic: sexuality and/or 

gender identity.

Disablist: special educational 

needs and disabilities.

Sexual: Unwelcome advances 

or remarks intended to cause 

offence, humiliation or 

intimidation.

Based on any 'difference': E.g. 

aesthetics, educational abilities, 

hobbies, family set up, economic 

backgrounds.   

Common forms of bullying

1-in-5 of all young people have 

witnessed bullying within the past 12-months,

with 51% of them witnessing it at 

least once a month.

Last year’s survey revealed that 1 

in 2 people have experienced 

bullying in some form during their 

lives

22% I have been bullied 

2% I have BULLIED SOMEBODY 

34% at least once a week

51% at least once a month

60% told us that it had impacted 

their mental health

Ditch The Label surveyed over 9,000 

young people aged 12-20 between 1st November 

2017 and 28th February 2018

In previous editions of the 

survey, students were 

asked about their 

experiences of bullying in 

general and not within a 

timeframe of 

12-months

‘Our research unearths a new reality about perpetrators – finding that 

they too are experiencing adverse mental health and are equally, if 

not, more so, in desperate need of our help. 44% of perpetrators 

felt guilty when they bullied somebody, which shows a huge degree of remorse. Worryingly 

1-in-3 felt in control and 29% felt powerful when they 
perpetrated; highlighting a huge opportunity to aid them in developing better ways 

of catering to this driver.’

Ditch The Label surveyed over 9,000 

young people aged 12-20 between 1st November 

2017 and 28th February 2018
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Did you know…

In 2017 10,000 young people answered a survey concerning bullying. 

54% had 
been bullied 

at some 
point in 

their lives

37% of 
young 
people 
never 

reported it

68% had 
been sent a 

nasty 
private 

message

44% of young 

people 

witnessed 

bullying but 

never 

reported it

46% of 
young 

people have 
never been 

bullied

Cyberbullying 

 Blackmailing – or pressuring someone to 
do something they do not want to do such as 
sending a sexually explicit image.

 Excluding / Rejecting / Ostracising –
often through the use of like/dislike options or 
exclusion from chat sites.

 Abusive comments – Rumours, Gossip, 
Threats – includes internet ‘trolling’, inciting 
others to self harm

 Creating dedicated websites – that 
intend to harm, make fun of someone or 
spread malicious rumours.

 Hacking – into online profiles to extract and 
share personal information.

 Impersonation – Send hurtful or 
inappropriate content while posing as another 
person.

 Sharing pictures – videos or 
personal information without the 
owners  consent – with intent to cause 
harm or humiliation.

Cyberbullying Activity

Profile of a perpetrator
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Think about the differences… 

Harder to empathise with 
the victim. Can’t always see 

the victims reaction

Bully can be anonymous. 
Hard to know who the Bully 

is

Face-to-Face

Can see body & facial 
reactions from the victim 

and onlookers

Bully can be identified

Can find a safe place, find an 
escape 

24 hours a day, 7 days a 
week, 365 days a year

No safe place, often very 

hard to escape

kidscape.org .uk

Scenarios

Responding to potential Cyberbullying 

Jus to warn ya ya skank.  come in 
tomo and yo get ur face burnt. 
Dunt think I blaggin!  

I  blocked you!!?? 

When are you going to stop? 

Please leave me alone 

Discuss on your table:
• Is Cyberbullying taking place?
• Explain your feelings towards the screenshot 
• What action would you take next?

Responding to potential Cyberbullying 

Discuss on your table:
• Is Cyberbullying taking place?
• Explain your feelings towards the screenshot 
• What action would you take next?
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Responding to potential Cyberbullying 

Discuss on your table:
• Is Cyberbullying taking place?
• Explain your feelings towards the screenshot 
• What action would you take next?

Responding to potential Cyberbullying 

Discuss on your table:
• Is Cyberbullying taking place?
• Explain your feelings towards the screenshot 
• What action would you take next?

Stopping using the 
computer suddenly or 

unexpectedly

Avoiding discussions about 
what they are doing on the 

computer

Avoiding school or 
socialising in general

Being angry, depressed, 
or frustrated after using 

the computer

Becoming withdrawn from 
friends and family members.
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Sexting 
Sexting is when someone shares sexual, naked or semi-naked images or videos of themselves 

or others, or sends sexually explicit messages.
They can be sent using mobiles, tablets, smartphones, laptops - any device that allows you to 

share media and messages.

Advice for schools

Clarification on:  

YPSI

Y- Youth

P- Produced

S – Sexualised

I – Image 

Responding to an incident

Training for pupils,  staff and others 

Sexting 

It is illegal to produce, possess, store or share indecent, sexual 
or naked images and videos of anyone under 18

• EVEN if a child allowed it to be taken 

• EVEN if a young person takes the explicit photo of themselves

• EVEN if it is shared and distributed between children of the same age

However, to help stop the criminalisation of young people, the 
Home Office has introduced Outcome 21. This is a new crime 

recording code which means sexting incidents are unlikely to be 
disclosed in any future DBS checks. 

Consequences of sexting

It is vital to have open conversations with young people 
about sexting.  They are likely to see it as commonplace; 

some very aware of the risks, others less so.  Make this an 
integral part of Relationships and Sex Education. Consider 

how to educate children who may be additionally at risk 
(e.g. disabled children and those with special educational 

needs). 

Working with young people on this
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However…

Be careful that you do not prevent children from sharing 

concerns with you by talking about the risks without 
being very clear you are here to help if they 

have worries and concerns.  

If children only hear that it is a crime, they may 
not tell someone if they are being blackmailed 

over an image they previously shared. 

However…

Make sure they know who they can talk to if they need help.

It is also vital that you do not have preconceived ideas about 
who is likely to share or be in receipt of sexual images or 

messages. 

For example, make sure boys feel confident about reporting 
incidents involving other boys

However…

The message should always be 
that you are here to listen, to take 

each incident seriously and to 
work sensitively with all those 

involved. 

Set up filters on your home internet to help prevent age inappropriate content being 

accessed on devices in your home.

Many provide their customers with free parental controls which can be activated at any 

time.

Parental controls offered by your home internet provider
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Parent controls…

Give your child a safe space to explore their curiosity online.

Parental controls are the names for a group of settings that put you in control of what 

content your child can see. Combined with privacy settings these can help you protect your 

children from the things they shouldn’t see or experience online.

Parental Controls and Privacy Setting can be very effective tools to 

help minimise the risks your children may face, but they are not 

100% effective

Open conversation
Talk to your children about the 

types of games and apps they are 
using and how they socialise 

online.

Online Friends
Be mindful of your child’s online 

interactions. Encourage the 
understanding of Online friends 

and real friends. 

Be positive
Remember that the positive aspects of the Internet outweigh 

the negatives.

Stay in control
Make use of the parental controls on your 

home broadband and any internet-enabled 
devices. Screen time. 

If something goes wrong
Encourage your child to talk about 
their concerns, reassure them that 

it’s good to discuss things that worry 
them. 

Report
Reporting is a useful tool for young 
people to be aware of. Encourage 
your child to know how to report. 

Explore this together.

Top Tips for parents…

Our Top Tips

Use privacy settings every time 
you set up a  network page or use  

instant messaging account. 

Know how to block or report 
anything that concerns you and 

who you can contact or talk to for 
support. 

Think about your online behaviour 
and reputation now and  for the 

future.  Are you happy for  an 
employer or  someone special to 
see you as you present yourself?

Remember that anything that is 
posted or loaded onto the internet  
may be there forever and you may 

not be able to take it down.

Google yourself
kidscape.org .ukkid scap e .o rg.u k

Kidscape offer a number of services that can 

support your organisation:

• Zap assertiveness courses for those experiencing 
bullying  (aged 9-16)

• Parent/carer helpline

• In school Anti bullying awareness lessons for pupils

• Safeguarding and Anti Bullying training for 

practitioners
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We offer friendly, impartial,  non-judgemental information, advice and support to parents, carers 
and family members who are concerned about their child or young person being bullied. Bullying 
may be taking place inside or outside of school,  in sports/youth clubs, over social platforms or 
phones.
How and when can I call you?
You can call us on 020 7823 5430
Our line is open Monday to Thursday 9am - 1pm (excluding bank holidays).  We are closed during 
the Christmas, Easter and summer school holidays.
If the line is busy, please try again later or leave a clear message with your name and number and 
our adviser will call you back.
Alternatively please contact us online here.
Will I be charged for calling?
Calls are charged at local rate.
What can I expect when I call you?
We are caller-led. This means that you are in charge of the call.  We will listen and explore the 
bullying situation your child is experiencing and offer information and advice.
We will only end calls if someone is abusive towards us.

Parent Advice Line 

https://www.kidscape.org.uk/services/parent-advice-line/support-by-email/

